
Debunking Fake Images and 
Videos Online





Fake photos have become ubiquitous 
due to advances in technology, such 
as Adobe Photoshop.  















Fake images have the potential to reconstruct old memories and 
even fabricate ones that are new.  

Source: Sacci, Dario L. M., Franca Agnoli, and Elizabeth Loftus. 2007. Changing History: Doctored 
Photographs Affect Memory of Past Public Events.”  Applied Cognitive Psychology. Vol. 21.   

Source: Frenda, Steven J., Eric D. Knowles, William Saletan, and Elizabeth Loftus. 2013. “False 
Memories of Fabricated Political Events.” Journal of Experimental Psychology. Vol. 49.     





What Can We Do About 
Fake Photographs? 



Check with the Fact Checkers

Fact checkers such as PolitiFact, Snopes, and FactCheck.org report 
on fake images routinely. 





Perform a Reverse Image Search

If we need to verify an image ourselves, we can conduct a reverse 
image search on TinEye.com. 



1. Copy image URL or save photo
2. Paste into TinEye

3. Press Return 
4. Scroll through results







https://twitter.com/StevenPG71/status/1254456788117794818/photo/1
https://twitter.com/StevenPG71/status/1254456788117794818/photo/1




It is important to note that images need not be doctored to be 
misleading. The image may be real, but the context in which it is 
used is false. 



http://www.youtube.com/watch?v=0Y6M3-n2-jE&t=16
http://www.youtube.com/watch?v=0Y6M3-n2-jE&t=16


Cheap Fake: an audio or video file 
that has been re-contextualized or 
edited (sped up, cropped etc.)

Deepfake: an audio or video file 
that has been generated through 
some form of machine learning



Cheap fakes present what people 
said or did in a misleading way.

Ex. Drunk Nancy Pelosi  

http://www.youtube.com/watch?v=sDOo5nDJwgA&t=13
http://www.youtube.com/watch?v=sDOo5nDJwgA&t=13


A video taken from a child-safety campaign in Pakistan ー in which 
a child was abducted by two men on a motorbike ー was 
mis-contextualized on WhatsApp as a real kidnapping in India. 

A mob later attacked a group of men outside of a school, killing 
one and severely injuring two others. 



Deepfakes can make people say 
things they never said and do 
things they never did.

Some audio deepfakes are created 
for entertainment purposes.

Ex. Michael Key & Jordan Peele  

http://www.youtube.com/watch?v=I3l4XLZ59iw&t=203




Deepfake video technology has also 
been used for largely harmless, 
comic purposes.

http://www.youtube.com/watch?v=z7e08rWpGHY&t=17
http://www.youtube.com/watch?v=r1jng79a5xc&t=14


Yet it has also been used 
for downright awful purposes 
as well.

● Gal Gadot
● Scarlett Johansson
● Emma Watson



Imagining the political implications 
of deepfakes can be horrifying. 

● Audio of Biden admitting the 2020 
election was stolen

● Video of Zelensky stating that 
Ukraine will conduct a nuclear 
strike on Russia



Liar’s Dividend

It’s not solely the ability of a 
cheapfake or a deepfake to get 
us to mistake altered or fake 
items as real.

It is that their existence may 
also encourage us to dismiss the 
real as fake.







In truth, President Bongo had a 
stroke.

But some believed he had died and 
that a recent speech was in fact a 
deepfake.

Members of the military attempted 
to take power in a coup



What Can We Do About 
Fake Audio or Video 

Files? 



Check with the Fact Checkers

Fact checkers such as PolitiFact, Snopes, and FactCheck.org report 
on fake audio and video files routinely. 





If we need to verify an audio or video file ourselves, we can take 
several steps:

● Watch a lot of Deepfakes
● Check the Source 
● Utilize programs such as Deepware





http://www.youtube.com/watch?v=aPp5lcqgISk




Don’t hurry up and feel. 
Stop and think.


